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From the fall of Constantinople up to the 
present day, The Balkans has been synony-
mous with ethnic and religious issues, war 
and peace and other historic forces that have 
shaped the region for centuries.

The wars in the 1990s are what most West-
erners think when they hear “Balkans” — Serbian militants, 
snipers in Sarajevo, etc. U.S. President George Bush didn’t want 
to send troops because he couldn’t understand the place.

Thankfully those days are over and with the help of the EU 
and peace in the region, foreign investors are getting past the 
stereotypes of violence and religious conflict. Economies are 
improving. Countries like Slovenia (the first of the 2004 class 
of 12 former communist countries to join the Eurozone) and 
Croatia are moving forward, as are countries like Serbia, which, 
although later to the global business game, are making progress.

As business and investment grows so too does law firm busi-
ness.

But how does it compare to the West and what is the current 
state of things in Southeastern Europe?

We decided to ask those questions and what we discovered 
was interesting.

At a recent Balkan Legal Forum we heard from both regional 
players as well lawyers from global firms. The main takeaway 
was that while the Balkan region is an attractive market for the 
legal industry, the real challenge for the international legal pro-
fession is the political and therefore legal diversity of the area. 
Local laws also hinder business development and marketing 
efforts. 

The sheer mix of size and varying GDP means it is the local 
firms who run the show.

Contrary to popular belief, the Balkan region is not really that 
small. It comprises the Balkan Peninsula stretching from Alba-
nia to Romania with some 60 million people and encompasses 
10 countries depending on how it is defined. 

Whether the legal market will become a next big thing for in-
ternational firms remains to be seen, but in Serbia, for instance, 
much is being done in the hopes of luring Western investment 
and industrial manufacturing.

For bigger firms and companies already heavily invested in 
CEE, The Balkans should be on the radar.

Sincerely,

Kevin Livingston
Editor-in-Chief

GC Grapevine Magazine

Editor’s note Focus on  
the balkans

As Slovenia privatizes, M&A work looks to kick off 6
By Julia Foresman, Managing Editor, GC Grapevine Magazine

small is beautiful … so is strategy  10
By Marc-Tell Madl, Associate Director, Legalis Global
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An interview with Marko Vujošević of Wolff & Stein 
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As Slovenia 
privatizes, 
M&A work 
looks  
to kick off
the small Balkan country 
is undergoing a watershed 
reversal of state-
protectionist policies

cover story SLOVENIA

t
he Slovenian market 
has been undergoing 
a watershed reversal 
of state-protectionist 
policies since the 

government announced last year 
the privatization of 15 companies, 
including telecommunications 
giant Telekom Slovenije and 
Nova Kreditna Banka Maribor, the 
country’s second largest bank. 

This momentum is unlikely 
to slow, particularly in the wake 
of the recent election of Prime 
Minister Miro Cerar. Pummeled 
by years of recession and political 
instability, Slovenia has ushered 
in a new era with Cerar, who 
has expressed renewed, if not 
cautious, interest in reducing the 
government’s role in the economy. 

Privatization has long been 
unpopular in Slovenia, a former 
Yugoslav country with a 
population of just two million, 
which has held steadfastly to an 
economic policy of maintaining 
local control over domestic 
enterprises for fear of selling out to 
foreigners. 

While other former communist 
countries have welcomed 
the influx of Western capital, 
Slovenia has pursued a course of 
protectionism. 

“Such approach has been 
supported even by certain 
economic experts, majority 
political parties, social partners 
(trade unions) and certain media 

which all contested attempts to 
open the Slovenian economy to 
foreign investment,” explained 
Gregor Pajek, a Partner at Rojs, 
Peljhan, Prelesnik. However, the 
tide has turned, he said, as the 
sovereign debt levels have ebbed 
above 80 percent. The sale of 
state-owned assets is a critical 
part of ratcheting down the down 
level to be in compliance with 
the European Union limit of 60 
percent.

While the jury is still out, 
Slovenian attorneys welcome 
the exigency of these changes, 
provided for under the Slovenian 
Sovereign Holding Act. The current 
situation — generally considered as 
the second round of privatization 
— is influenced by the legacy of the 
initial privatization process in the 
early 1990s, when the transition 
to a market-oriented economy 
was inextricably related to mass 
privatization. 

“This mass privatization has 
been heavily influenced by the 
concepts of social property and 
self-management of companies, 
which had singled out the 
Yugoslav economic system,” 
Pajek said. “Slovenia’s approach to 
privatization has been a mixture 
of free distribution of shares, 
internal buyouts at a discount and 
commercial privatization. The 
result of the mass transitional 
privatization process was an 
unstable ownership structure 
composed of insiders, private and 
state-owned financial institutions 
and a small share of foreign 
owners. A significant portion of 
the economy remained in direct or 
indirect state ownership.” 

Of course, the other side of the 
initial “privatization coin” was the 
financial sector. Slovenia had. And 
still has, a largely bank-oriented 
financial system and is the only 
post-socialist state to have kept a 
significant portion of the banking 
sector in domestic ownership.

In addition, Slovenia’s route to 
privatization has been complicated 
by dissenting political voices. 
“While political factors play a role, 
the majority consensus seems 
to be that politics should be 
decoupled from the business sector 
in terms of being actively involved 
in the corporate governance of the 
[state-owned] companies,” Pajek 
said. 

Marko Ketler, a partner at ODI 
Law Firm in Ljubljana noted, “The 
positive side of being in a financial 
crisis is that now we have to 
privatize, which will have multiple 
positive effects on the Slovenian 
economy. There is a clear signal 
from Brussels that Slovenian 
privatization is a priority.” 

And it is a high priority at that. 
The Slovenian Parliament adopted 
a resolution according to which 
15 companies would be privatized 
in June 2013. So far, three out of 15 
companies have been privatized, 
whereby the SPA for the sale of 
Aerodrom Ljubljana has been 
signed and the closing is expected 
in a few weeks. 

And there are now a few more 
transactions pending. The major 
one is Telekom Slovenia, in which 
the state has a 73 percent stake. 

“The companies pushed for 
the sale, including Slovenia’s 
incumbent telecom operator, 
Telekom Slovenia, the second-
largest state-owned bank, Nova 
KBM, and the national airline Adria 
Airways,” Ketler said. “However, 
just before the elections on July 
13, the government adopted a 
resolution that Slovene Sovereign 
Holding cannot close any 
transaction that are in the process 
of privatizing. 

“This was a strange decision,” 
said Ketler, “we were all surprised 
in a negative manner with [former 
Prime Minister Alenka Bratusek’s] 
actions. “We felt she had to ride on 
wave of public opinion which is, in 
general, against privatization.”

JuLIA ForesMAn 
Managing editor, Gc 
Grapevine Magazine. 
Julia Foresman 
can be reached at 
Julia.foresman@
gcgrapevine.com

mass privatization has been heavily 
influenced by the concepts of social 
property and self-management of 
companies, which had singled out 
the Yugoslav economic system
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rojs, Peljhan, Prelesnik
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In the end, the adopted resolution 
amounted to a political gamble that 
failed to pay off. In the elections 
held on July 13, a new party 
captured 34 percent of the vote, 
including 36 seats in parliament. 

The new government eventually, 
after a few weeks, adopted a 
resolution to annul the resolution 
of July 3. While the privatization 
transactions can resume, M&A 
legal teams are operating without 
new timelines and a vague 
mandate. 

Pajek noted, “the (new) 
government indicated we should 
not continue the privatization on 
a one-size-fits-all basis, but rather 
on a case by case basis having in 
mind particularly the specifics of 
the business sector in question 
and the fact of how far has the sale 
process been furthered.” 

Telekom Slovenia, for example, 
is still stalled and waiting for the 
political consent to be re-opened. 
Still, concern ultimately seems low. 
“I expect everything will continue 
in a few weeks’ time,” said Ketler. 
“The next one to two years will 
be quite busy and privatization 
of the remaining companies will 
hopefully continue.” 

Business, in fact, shows no signs 
of slackening even amid some 
uncertainty. 

“We have hired four new people 
in the past two months from last 
year, which has had a good impact 
on our business development,” 
Ketler said. “We have been involved 
in all three privatization cases that 
have closed and we’re currently 
advising bidders in remaining 
privatization cases. Business 
has definitely picked up in a very 
positive way. We expect to be 
involved in all other processes and 
imminent transactions.”

Based on the current state of 
things, Slovenian M&A attorneys 

should have their hands full for the 
foreseeable future. 

“This will continue until 
the majority of companies are 
privatized, or for the next three to 
five years. After that, I’m not sure, 
but time will tell. There are only so 
many companies attracted to M&A 
transactions as bidders and it’s a 
small market. The two main pillars 
for our purposes are restructuring 
and M&A deals as we’ve 
received demand for M&A and 
restructuring,” Ketler predicted.

“Particularly in the post-
acquisition phase of M&A 
transactions where RPPP boasts 
a particularly outstanding track 
record we can already see that 
clients seek legal services in 
activities related to overall 
business restructurings, including 
covering legal aspects in operative 
and financial restructurings,” Pajek 
added. “The additional aspect 
in the post-acquisition phase in 
terms of legal services is also 
integration of the target into the 

shutterstock
Ljubljana, capital  
of slovenia.The (new) government indicated 

we should not continue the 
privatization on a one-size-fits-all 
basis, but rather on a case by case 
basis
GreGor PAJek
rojs, Peljhan, Prelesnik

existing corporate group. As an 
upcoming and strengthening trend 
in the business of law I see also the 
capacity to combine both worlds 
of the legal service: on one hand 
being able to provide full service on 
a one-stop-shop basis for corporate 
clients and still have focus on 
particularities of the specialized 
areas of law, which results in 
having the internal organizational 
structure divided in sections or 
departments.”

Firms remain cognizant 

of other challenges as well. 
According to Pajek, “the mandates 
are becoming more and more 
challenging — transactions require 
understanding of the broader 
picture and an understanding of 
the interplay of many areas of 
law from corporate, regulatory 
to finance, depending of course 
also on the industry in question. 
To tackle these challenges our 
approach has always been based 
on a good transaction team that 
offers not only a depth of expertise, 

but also a breadth of experience 
and sound commercial judgment 
in all areas of our practice. We 
make a great effort to firstly 
understand the client’s needs and 
objectives, analyze the situation to 
see where the potential pitfalls are 
that could prevent the achievement 
of the goals.”

■ JuLIA ForesMAn 
Julia Foresman, Manging editor, Gc 
Grapevine Magazine, can be reached at  
Julia.foresman@gcgrapevine.com
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Small is 
beautiful 
… so is  
strategy

Notes on the IBA Balkan Legal Forum 2014

t
he Balkans follows a 
unique pattern. And 
it seems it’s all about 
history and size. Un-
derstanding these 

markets better was the subject of 
this year’s Balkan Legal Forum 
covering South East Europe — 
“Expanding Opportunities, Meet-
ing New Challenges”. 

Contrary to popular belief, the 
Balkan region is not really that 
small. It comprises the Balkan 
Peninsula stretching from Al-
bania to Romania with some 60 
million people. 

However, the real challenge for 
the international legal profession 
is the political and therefore legal 
diversity of the area.

The Balkans includes countries 
of the former Yugoslavia such 
as Serbia, Croatia and Slovenia 

with unique political relations 
and issues on the one hand and 
culturally diverse countries like 
Bulgaria and Greece on the other. 
The biggest jurisdiction — so to 
speak — within this puzzle is 
Romania with a population of 
approximately 20 million. So de-
pending on the definition of The 
Balkans, we are talking about 10 
very different countries. 

The GDP per capita also differs 
from around $4.000 in Albania to 
$28,000 in Slovenia, indicating 
the different stages of develop-
ment the various jurisdictions 
are in. 

Slovenia has been a member 
of the European Union since 
2004, whereas Kosovo is not even 
recognized by some nearby coun-
tries, notably Serbia. For some 
even certain areas of Turkey 
are also included in this group. 
Doing business in the region 
with a coherent and integrated 
cross-border business model is 
therefore quite challenging for 
international law firms. And that 
doesn’t even take into account 

the tight regulatory regime some 
countries have created for the 
legal profession.

Despite all these challenges 
the Balkan region is an attractive 
market for the legal industry. 

For example, the Slovenian 
market is clearly picking up and 
EU accession is giving Croatia 
an additional push. The Big Four 
firms have already discovered 
that filling the gap in these juris-
dictions can add value to their 
regional business models. 

With this background the 
forum’s panel -- “practical chal-
lenges and responses in regional 
markets” -- was a good choice to 
attend. The panelists — among 
others Joerg K. Menzer, Partner, 
Noerr, Roamania, Hungary, Slo-
vakia/CEE and Nick Eastwell, 
Consultant, Kinstellar, London — 
gave interesting insights into how 
firms and leading continental 
practices see the region and what 
the future of the industry is likely 
to look like. 

As it seems the local firms are 
key in this process. 

Keeping in mind the sizes of 
the respective markets it is very 
unlikely that the international big 
players will move in. Firms cannot 
always follow their clients into all 
jurisdictions, noted Nick Eastwell 
of Kinstellar. 

“Ten to 15 years ago, international 
law firms seemed to be going the 
way of the Big Four accountants 
and opening almost everywhere,” 
Eastwell said. “However, times 

[The] national champions have a 
great opportunity to develop and 
maintain market share, both acting 
directly for international clients 
and as a local law partner to the 
international law firms.
nIck eAstWeLL 
kinstellar

ForuM BALKAN REGION
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MArc-teLL MADL
Associate Director, 
Legalis Global
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have changed and for a variety of 
good business reasons they are no 
longer going to the smaller coun-
tries. Thus national champions 
have a great opportunity to develop 
and maintain market share, both 
acting directly for international 
clients and as a local law partner to 
the international law firms, provid-
ed that they are meeting interna-
tional quality and service delivery 
standards.“

Clearly this development is fur-
ther enhanced by the professional 
standards that are widespread in 
the Balkans, restricting the busi-
ness development and marketing 
departments of the big interna-
tional firms from rolling out their 
brands. 

The panel, “Crossing the Line: 
Law firm marketing and profes-
sional regulations”, elaborated on 
this issue. For instance, Croatia has 
particular hefty rules. 

Panellist Emir Bahtijarevic, man-
aging partner of the leading local 
firm Divjak, Topic & Bahtijarevic, 
gave a taste of what is it like to be 
in the legal business in Croatia.

“[The] Croatian bar heavily reg-
ulates ways lawyers can inform 
the general public about the na-
ture and quality of their work. For 
example, it is against the dignity 
and the reputation of the legal 
profession to act disloyally when 
practicing law and, in particular, 
attract clients by means of offers 
or advertising legal services in 
newspapers, offering discounts, 
appearing in public, in mass media 
or elsewhere by stressing one's 
capacity as a lawyer. A law firm 
cannot post any link on their web-
site, capacity statements on past, 
current or future engagements, 
publish the names of clients or 
publish offers containing fees or 
awards for attorney services. Any 
plan to relax the rules has so far 
met with relentlessly strong oppo-
sition to such amendments.” 

Also, like Croatia, marketing in 
Turkey is quite restricted. Advertis-
ing is banned, which makes even 
providing simple information to 
clients difficult. However, the de-
bate today is whether freedom is 
helping the profession. 

Umut Kolcuoglu, a partner with 
Kolcuoglu Demirkan Koçaklı tries 
to define this fine line. 

“Marketing is an essential tool 

for law firms. Given the nature of 
legal practice, I believe marketing 
activities should be well regulated 
though without being over-restric-
tive. Regulations should aim to 
differentiate a “good lawyer” from a 
“marketing genius” by supporting 
content-based marketing rather 
than straight forward advertising.” 

All in all, not being allowed to 
quote deals and clients in directo-
ries and, likewise, having all web-
pages approved by the regulator 
adds additional complexity to the 
already difficult business environ-
ment in some countries. 

Even EU accession has not 
forced the local bars to liberalize 
the profession in this regard. More 
importantly, and quite often, the 
name of the firm has to include 
the individuals holding the local 
license, meaning local rules do not 
allow the international brands the 
desired visibility. 

Even though the local bars tend 
to overlook certain violations, 
market risks coming with the size 
and political composition of the 
countries and the mentioned rep-
utational risks are feasible all over 
the Balkans. 

The IBA Balkan Legal Forum 
2014 made it quite clear. Business 
is not bad, but leave it to the local 
guys.

■ MArc-teLL MADL
Associate Director, Legalis Global

[The] croatian bar heavily regulates 
ways lawyers can inform the 
general public about the nature and 
quality of their work.
eMIr BAhtIJArevIc
Managing partner, Divjak, Topic & bahtijarevic

t here are a number of changes afoot 
throughout the Balkan legal markets, in-
cluding widespread privatization changes. 

What’s trending in Belgrade? Can you discuss the 
new privatization law that extends enforcement 
ban over companies under restructuring?

The new privatization Law is trying to correct 
the shortcomings of the previous law from 2001 
after 13 years of practice. Essentially the basic 

principles of that law remain the same. The new 
Law on privatization was adopted, as a “Lex spe-
cialis”, which means that all its provision shall 
prevail in regards to the other laws. The main ob-
jective is to privatize 584 state-owned or socially 
owned enterprises. The law provides four models 
of privatization: the sale of equity, sale of assets, 
strategic partnership and transfer of equity free 
of charge. 

serbia looks to 
privatization 
and free 
zones to lure 
investment
Marko Vujošević of Wolff & Stein talks about the challenges facing 
the Serbian economy and the attempts to overcome them

IntervIeW MARKO VuJOšEVIć

MArko 
VujošeVić
Marko Vujošević is 
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and is the Managing 
Partner. Wolff 
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The new law provides two 
methods of privatization: public 
collection of bids with subse-
quent public bidding and public 
collection of bids. The restruc-
turing problem is quite broad 
and goes beyond the scope of 
business. It has a social connota-
tion because 168 companies that 
are restructuring employ around 
50,000 people. For that reasons it 
is necessary to extend the period 
of privatization for these compa-
nies in order to minimize the so-
cial impact of inevitable layoffs. 

In the annual ranking report on 
doing business internationally 
published by the IMF and the 
World Bank, Serbia’s rankings 
dropped on most measures. How 
is the business community re-
acting to that? Is the new govern-
ment responding?

The crucial problem and chal-
lenge for the Serbian economy is 
the procedure. A very slow proce-
dure is a vast problem for attract-

The restructuring problem is quite 
broad and goes beyond the scope of 
business. it has a social connotation 
because 168 companies that are 
restructuring employ around 50,000 
people.
MArko VujošeVić 
Wolff & Stein
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Vranje. Imports and exports 
from these zones is free of VAT, 
customs and clearance. If goods 
are produced within the zone 
using a minimum of 50 percent 
of domestic components they are 
considered to be of Serbian origin 
and are therefore eligible to be 
imported into Serbian territory or 
exported without customs, pursu-
ant to free trade agreements.

What challenges will the Serbi-
an legal market face in the next 
decade? Does the prospect of EU 
membership help/hurt this out-
look? 

The main challenge for the 
Serbian legal market will be to 
create an effective legal system. 
The creation of an effective legal 
system actually means that we 
achieve a high level of legal se-
curity. The ideal picture is that 
Serbia primarily has an efficient 
court system that provides fast 
and effective court protection. 
Also a very important part of 
legal system is the permitting 
process, which is now the core 
problem for attracting foreign 
investments. Nowadays, the fig-
ures in Serbia are for example: 
the average duration of litigation 
is seven years, and the average 
time for obtaining the construc-
tion permit is 17 months. Our 
main objective is to try hard and 
decrease the duration so that the 
average litigation lasts maximum 
a year and a half and that the 
construction permit procedure 
lasts maximum three months. 
All stated above is and will be 
the main task of our govern-
ment. Hopefully, the integration 
process to the EU will fasten up 
necessary reforms of the state 
procedures. Also, I would like to 
see within the next 10 years, in 
Belgrade, the signs of legal giants 
such as Baker & McKenzie, White 
& Case, K & L Gates, etc. If those 
legal firms open their offices in 
Belgrade it would be a big im-
provement for the overall legal 
practice in Serbia. The impecca-
ble expertise and reputation of 
these legal offices will further de-
velop the quality of legal services 
and the legal market in Serbia 
and the Balkans too. ■

the vujoševic File
Title: Managing Partner, Wolff & Stein llc
About the firm: Private investment firm. key 
areas are green energy, project financing & fund 
raising and investment advisory services.
Previous position: chairman of the Board of 
Directors, Jugoelektro t.a.d. 
education: hec school of Management
Master of Business Administration (M.B.A.), 
International economics

ing direct foreign investments. 
When we say procedure we mean 
legal proceedings in front of 
courts and governmental bodies. 
The slowness of the courts and 
government bodies has the big 
influence on potential investors 
who are very careful in analyzing 
the possibility of investing in 
Serbia. 

On the other hand, the new 
Serbian government is doing 
everything to improve the legal 
framework for investment. Excel-
lent examples are investments 
from the UAE such as Air Serbia, 
Al Rafaed, etc. Also state willing-
ness to create a good legal envi-
ronment for investments is also 
clearly visible in relation with 
the Belgrade Waterfront project 
with the company Eagle Hills 
(The daughter company of Emar 
properties from UAE). In fact, in 
just a few months, the Serbian 
government has adopted all the 
legal documents necessary for 
the implementation of the project 
and whose adoption we expected 
for many years.

Two Serbian free zones, Pirot 
and Zrenjanin, ranked on the list 
of 50 most attractive zones for 
foreign direct investments in the 
world. What is a free zone? How 
are they beneficial for Serbia? 

The main purpose of the estab-
lishment of free zones is to at-
tract foreign investment. The free 
zone is an industrial area where 
the state is providing to the 
potential investor land and full 
support for building a factory or 
establishing a business that will 
employ a new workforce. As an 
additional benefit for companies 
to streamline their operations, 
many municipalities offer the 
possibility of operating within 
designated industrial zones. Such 
zones offer advantages such as a 
streamlined process for obtain-
ing land, favorable geographic 
locations and ready-to-use infra-
structure. 

Currently, 13 of those industri-
al zones are also licensed free 
custom zones: Pirot, Subotica 
, Zrenjanin , FAS Kragujevac, 
Sabac, Novi Sad, Uzice, South 
Nis, Smederevo, Apatin and 

´
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the cloud  
explained  
by a security 
expert
There is more to worry about than your naked 
photos getting leaked, but not if you are careful

a
s if existing in the ether — it’s 
everything, it’s everywhere — 
the Cloud is just always there. 
And it has been in the news a 
lot lately thanks to a major hack 

that leaked nude photos of well-known and 
very attractive celebrities. 

I travel a lot and rather than relying on 
portable hard drives or USB sticks, I take 
full use of the Cloud to store my data and 
data backups. I have three Cloud accounts 
from different services, each having its own 
purpose in my data management strategy. I 
also use the other Cloud services as a guest 
for customers. So despite the latest news I 
really don’t lose any sleep over the safety of 
the Cloud as the mechanisms to protect it are 
beyond my control. So I focus on what I can 

control, which is my access to it.
Attacks on the Cloud take place every day, 

but the nature of Cloud infrastructure allows 
for redundancy and attack mitigation so that 
most users don’t realize what is going on. 

Recent attacks on the Cloud infrastructure 
were the NTP Amplification and DNS Am-
plification attacks. NTP is the Network Time 
Protocol, which keeps the time synchronized 
on the Internet and business systems. It’s a 
service out there waiting to be queried and 
will deliver its information quickly and with 
little overhead. The same can be said for 
DNS. The Domain Name System is used to 
resolve Fully Qualified Domain Names (ie 
www.michaelstout.com) to an IP Addresses 
(37.148.20.1) to simplify surfing the Internet.

In these types of attacks, the attacker ex-

cyBer SECuRITy

MIchAeL stout 
Michael is 
an American 
information security 
consultant based in 
London.
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ploits the connection-less charac-
teristics of the User Datagram Pro-
tocol (UDP) used by NTP and DNS. 
Other common computer services 
using UDP known to common us-
ers include streaming data, such as 
VoIP, music or video conferencing. 
With these services some data can 
be dropped with little or no notice-
able degradation on other end.

To understand the vulnerability 
of UDP requires a basic under-
standing of how the three-way 
handshake is used by the Trans-
mission Control Protocol (TCP) 
to send and verify receipt of data 
throughout the transfer process. 

TCP is commonly used to 
transfer data when every packet, 
every byte and bit is necessary 
on the other end to recreate the 
object being requested. 

Downloading programs or 
webpages is a good example of 
this. Using TCP and the HTTP 
protocol, a user requests to ac-
cess a webpage. When they do 
this, their Source IP requests to 
synchronize with the Destina-
tion IP of the web server. If the 
web server is available, it will 
acknowledge the Source IP’s syn-
chronization request and send 
its own request to synchronize 
with the Source IP. The Source 
IP in turn will acknowledge the 
destination IP’s synchroniza-
tion request and this will form 
a socket allowing the data to be 
transferred between the two IP 
addresses. Fortunately for the 
common user, this is automated 
and takes place under the hood 
away from their control and bar-
ring a man-in-the-middle attack, 
the transfer of data is relatively 

safe, although encryption is al-
ways recommended.

Because of the check and 
double-check nature of the TCP 
connection, TCP is referred to as 
connection-oriented. UDP is not 
because it is connectionless. UPD 
simply sends or requests data to 
a destination and trusts the right 
thing will happen. In the case of 
the above attacks, the Source IP 
address was spoofed to be the 
Source IP address of the target. 
In spoofing the target Source IP 
all the traffic generated by the 
Destination IP is delivered to the 
spoofed Source IP. So targeting a 
third party is as simple as chain-
ing the Source IP of the attacker 
to the Source IP of the target. As 
there is no three-way handshake 
there is no verification and the 
Destination IP simply replies back 
to the Source IP.

When this is amplified by send-
ing it to hundreds or thousands 
NTP or DNS servers, a very nice 
Distributed Denial of Service attack 
rains down on the target, depleting 
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its resources and ability to respond 
to legitimate traffic.

Sadly for the common user, mit-
igating these types of attacks is 
beyond their control. There are ser-
vices available that can absorb the 
attacks or deflect them, but these are 
in the realm of enterprises environ-
ments.

Which brings me back to address-
ing things I can control in my Cloud 
strategy. 

The attack against Apple’s iCloud 
service gained a lot of attention not 
because it took the service out but 
because of the amount of personal 
data that was copied (or stolen, if 
you prefer). iCloud allows users to 
store documents, photos, calendar 
events, contact information, location 
of iOS devices. It may be surprising 
that this attack was relatively low 
tech using two of the oldest attack 
vectors in the hacker’s bag of tricks. 

Hackers discovered that by simply 
sending a fake e-mail to targeting 
users, an attack vector known as 
spear-phishing, they were able to get 
users to give up their users names. 
Having the user name gave them 
half of the login credentials. The 
hackers then used an automated 
tool to conduct a brute force attack 

on the account. A brute force attack 
simply uses every possible pass-
word combination until successful. 
Boom, the hacker is in and owns 
your data.

So is The Cloud safe? Well, as with 
all information security, it is as safe 
as the weakest link. 

If you are concerned with the 
infrastructure and availability‚ use 
a major Cloud service provider. 
Chances are they will have the re-
dundancy, encryption and attack 
mitigation procedures in place as 
their business relies on their reputa-
tion in allowing you access to your 
data upon demand.

Have a backup of your data avail-
able should there be an outage. If you 
are concerned about your personal 
data being copied use all of the secu-
rity features available. If multi-factor 
authentication is an option, use it. 
If e-mail notifications are available 
(which was Apple’s improvement to 
their security problem) configure it.

Use a complex password, includ-
ing uppercase and lowercase letters, 
numbers, symbols. If you are lucky 
enough to not have a U.S. interna-
tional keyboard, use an obscure let-
ter or symbol in your password such 
as ¬£ or √ò. This may not help in the 

case of an exhaustive brute force 
attack, but can help if the attacker 
is using a dictionary of passwords 
to attack your login.

Change your password as often as 
you think of it or at least regularly.

Do not access the Cloud from 
computers that are not secure. No 
airport kiosks, no public computers. 
A simple key logger installed on a 
public computer will give up your 
password faster than a brute force 
attack. Backup your Cloud data and 
store it in a safe place. And most of 
all, don’t put anything on the Cloud 
that you wouldn’t want anyone to 
see.

Barring an international disaster, 
the redundancy Cloud services 
offered is enough to keep me satis-
fied that my data is available when 
I need it. Knowing I control the ac-
cess to it and that I take a proactive 
approach adds to my confidence 
that my data is secure. 

Besides, I just don’t think there 
is a market for naked photos of 
49-year-old information security 
consultants.

■ MIchAeL stout 
Michael is an American information security 
consultant based in London

attacks on the cloud take place 
every day, but the nature of cloud 
infrastructure allows for redundancy 
and attack mitigation.
MIchAeL stout 
Information security consultant
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New guidelines call for market-driven bidding process 

the features of cloud computing, 
often becoming tired with internal 
IT.

The main discussion about cloud 
computing for businesses con-
cerns security. The popularity of 
cloud computing has increased the 
material awareness of information 
security and business continuity 
amongst business organizations. 
In the ever-connected world cyber-
security is becoming a hotter and 
hotter topic.

Global IT providers are trying 
to meet this growing demand for 
security. There are success stories, 
e.g. Microsoft was the black sheep 
of security for many years, but is 
now praised for its approach to it. 
Consumer oriented providers are 
not that successful as we see from 
recent examples, nevertheless they 
are also trying to rethink their ap-
proach to security, e.g. by changing 
default authentication methods 
from single factor (password) to 
two-factor means.

How are law firms responding 
to heightened risks from external 
threats to their clients? 

There are two types of informa-
tion security that law firms provide 
to their clients. 

Firstly, law firms advise on secu-
rity issues. Lawyers should become 
more information security savvy. 
Knowledge can come from differ-
ent regulations (starting from data 
protection, banking), from transfer 
of good standards while advising 
on security and continuity relat-
ed matters such as IT systems 
implementations, outsourcing, 
and of course cloud computing. 
Knowledge should also come from 
implementing appropriate security 
internally in the law firm itself. 
And here we come to the second 
type of security.

Secondly, law firms are responsi-
ble for the security of their clients’ 
data. Law firms should provide 
appropriate security standards 
of the information itself. When 
we lawyers use computers, work 
remotely, store client information 
on mobile devices and on portable 
carriers of incredible capacity, we 

should become experts in informa-
tion security as this is simply part 
of our job.

We at Bird & Bird take informa-
tion security very seriously. Since 
we are a leading technology law 
firm it could not be otherwise. 
We are currently undergoing a 
global process of implementation 
and certification of information 
security based on the ISO 27001 
Information Security Manage-
ment Standard. Our offices in the 
UK and Germany have already 
passed audits and have been cer-
tified. Central Europe comes next. 
Warsaw and Prague have already 
passed the initial audit conducted 
by the British Standard Institution. 
The auditors were quite satisfied 
with our approach. Actually, we 
share our knowledge on this topic. 
You might like to check out our 
Cloud Computing App for iOs and 
Android (version 2.0 covering 17 
jurisdictions), or look at our “Cloud 
Computing in the Polish Finan-
cial Sector — Regulations and 
Standards” report prepared by our 
Warsaw office in 2011 for the Polish 
Bank Association.

What challenges does the busi-
ness community face going for-
ward? The legal community?

There are numerous challenges 
for business as well as for the legal 
community, such as standardizing 
and professionalising the approach 
to security, preventing unautho-
rized access, as well as preparing 
for and dealing with imminent 
breaches. All of which are very 
relevant to cloud computing of 
course.

However, in my opinion, the 
focus should be primarily on the 
practical aspects of information se-
curity. We should be careful not to 
over-regulate this area. Standards 
and definitions of “appropriate” 
security are and in future will be 
changing. Developments in infor-
mation and communication tech-
nology make this a constant battle 
between the sword and shield. 

The nearest challenges though, 
in my opinion, are as follows: 

The so-called EU Data Protection 

Regulation (Regulation of the Euro-
pean Parliament and of the Council 
on the protection of individuals 
with regard to the processing 
of personal data and on the free 
movement of such data) entering 
into force, expected to take place in 
2015. The Regulation provides for 
harsh fines for those who do not 
comply.

Solving the conflict between the 
U.S. judicial system and EU data 
protection rules, its newest stage 
currently taking place both in the 
courts of New York and in the U.S. 
Senate. April 25, in the Southern 
District of New York, U.S. Magis-
trate Judge James C. Francis IV 
compelled production of the con-
tents of an unnamed user’s email 
account stored on a Microsoft 
server located in Dublin. Microsoft 
did not comply and is currently in 
contempt of the U.S. court. There 
are however legislative works be-
ing conducted in the U.S. Senate to 
reconcile U.S. law with EU law in 
that regard.

Facilitating private enforcement 
in case of trade secrets violation. 
The European Commission is 
working on the so-called Trade 
Secrets Directive (Proposal for Di-
rective of the European Parliament 
and of the Council on the protec-
tion of undisclosed know-how and 
business information (trade se-
crets) against their unlawful acqui-
sition, use and disclosure), which 
may facilitate prosecuting theft of 
business data. ■

cyBer SECuRITy

MACiej GAWrońSki 
Head of bird & bird’s Warsaw office and 
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He has been advising clients since 1996 
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He was engaged in over 100 IT system 
implementation projects, including the 
largest one  in Poland's banking sector  

protection and the 
cloud: what you should 
know about security
Maciej Gawroński of Bird & Bird says the popularity of cloud computing has 
increased the material awareness of information security and business continuity

H ow has the cloud influ-
enced business clients and 
client security in the past 

few years? 
The cloud is increasingly influ-

encing businesses. Cloud services 

available for consumers are very 
popular, convenient and cost zero 
or close to zero. Governments 
(especially the U.S. and UK) are 
promoting cloud. The European 
Commission is cloud friendly (al-

though the EC has a more regula-
tory approach to cloud computing). 
In fact many businesses already 
operate in a private cloud model. At 
the same time business users have 
become more and more aware of 
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cross-BorDer IPOS

t
he $21.8 billion Alibaba IPO 
was the largest in history and 
some predict it will be the 
largest ever. We talked to Tur-

key’s Muhsin Keskin, a Partner at Esin 
Attorney Partnership, a member firm 
of Baker & McKenzie, about his take on 
Alibaba, the market for cross-border 
IPOs and his view of the the current 
Turkish environment.

Can you talk a little about the Alibaba 
IPO?

It is officially the world’s largest-ever 
initial public offering. It is definitely 
an epic transaction — to see a Chinese 
e-commerce company valued at $163 
billion raising $21.8 billion in just one 

bite! This is something that you can 
see once in a lifetime as a securities 
lawyer. Luckily, our generation has 
seen three of these giant deals lately: 
the 2010 public offering from the Ag-
ricultural Bank of China raising $22.1 
billion in its debut on the Hong Kong 
Stock Exchange and a $19.7 billion deal 
by Visa in 2008.

The Alibaba IPO was huge in every 
sense. The per share price was $68 
and it went up 38 percent in its de-
but, increasing Alibaba’s valuation to 
$220 billion. The underwriters also 
exercised the “green shoe” option by 
buying an additional 48 million shares 
from the company to cover stock they 
sold to meet high investor demand. 

MuhsIn keskIn
Muhsin keskin leads 
baker & Mckenzie’s 
istanbul office's 
banking & Finance 
and capital Markets 
practices. he has 
substantial experi-
ence across a variety 
of sectors including 
financial services, 
energy, infrastructure, 
technology, health-
care, food and bever-
age, and retail. energy, 
infrastructure, tech-
nology, healthcare, 
food and beverage, 
and retail

To see a chinese e-commerce 
company valued at $163 billion 
raising $21.8 billion in just one bite! 
This is something that you can see 
once in a lifetime as a securities 
lawyer.
MuhsIn keskIn
baker & Mckenzie’s banking & Finance and Capital 
Markets practice, Istanbul
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alibaba has made 
the ipo front-page 
news again, but 
cross-border  
public offerings  
have slowed
Mushin Keskin of Esin Attorney Partnership discusses the Alibaba IPO, the 
market for cross-border IPOs and his view of the Turkish environment

Alibaba’s underwriters team 
was like an all-star lineup 
consisting of J.P. Morgan, Mor-
gan Stanley, Deutsche Bank, 
Citigroup, Crédit Suisse and 
Goldman Sachs. What draws 
you to this type of work? I 
think it is the excitement and 
experience that you cannot 
get from other practices such 
as banking and mergers and 
acquisitions. When you are 
working on an IPO, irrespec-
tive of whom you are repre-
senting, the issuer, the selling 
shareholders or the underwrit-
ers, you get to know the issuer 
to its thinnest capillaries. You 

understand the company’s 
business and the industry it is 
operating in. You are not just 
a lawyer anymore! Turkish 
lawyers do not generally know 
much about financials, it is 
the only practice that makes 
you knowledgeable about the 
financial/business aspects of 
the transaction you are work-
ing on.

Also, the excitement comes 
from the time constraints. 
IPOs always have tight dead-
lines as the financials become 
rubbish once the 135-day un-
der Rule 144A elapses, and you 
are, therefore, running against 

time. Your real counterparty 
is the deadline! So all involved 
parties, the issuer, the issu-
er’s counsel, the underwriters 
and their counsel, auditors, 

Photo By ALIBABA
Inside Alibaba’s headquartes in hangzhou, china. the e-commerce company went public in september raising $21.8 billion, the largest IPo in 
history. 
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other advisors, cooperate and 
help each other to achieve the 
deadlines.

What obstacles and chal-
lenges have you faced with 
other cross-border IPO’s? 

Cross-border IPOs in the 
Turkish market have always 
been challenging. Although 
much improved in the last 
10 years, Turkish disclosure 
obligations and corporate 
governance requirements are 
less extensive than certain 
jurisdictions in the European 
Union, the U.S. or other devel-
oped economies.

The standards of corpo-
rate governance expected by 
Turkish laws are not as high 
(or cover the same areas) as 
those set out by the rules of 
other jurisdictions such as the 
United States or the United 
Kingdom.

This has been a challenge 
for the Turkish lawyers work-
ing on international IPOs of 
Turkish issuers. As these 

deals have included an inter-
national offering document 
(such as prospectus, offering 
circular and offering memo-
randum) for sale under Rule 
144A and/or Reg S, and a 
Turkish offering document 
for the public offering taking 
place in Turkey, Turkish law-
yers have been struggling to 
find the right balance between 
the disclosures made under 
these two separate sets of 
documents. The gap between 
the Turkish offering circular 
and the international offering 
circular is narrowing though. 
Effective from the beginning 
of 2013, the Turkish Capital 
Markets Board changed its 
standards for the Turkish of-
fering circular and the new 
offering circular template is 
almost a translation of the 
European prospectus. Also, 
the Turkish Capital Markets 
Board started requesting an 
undertaking from the issu-
ers that the disclosure in the 
Turkish offering circular is as 
extensive as the disclosure in 
the international offering doc-
uments.

Another challenge has been 
the controlling shareholders’ 
reluctance to implement cor-
porate governance structures 
such as setting up the com-
mittees and other functions 
that might increase the in-
ternational stock investors’ 
appetite to invest into the 
issuer, and to give away the 
control of the company to a 
certain extent. This has been 
another test for Turkish cap-
ital markets lawyers to find 
the right balance between 
the controlling shareholders’ 
will and the expectations of 
the international institutional 
buyers.

outsourcing corporate 
services on a global scale

Orangefield Group's 
Mann Vergan talks 

about the benefits of 
staying lean with  

one-stop shopping 
and one  

point-of-contact

MAnn verGAn
regional director at orangefield Group in 
London
Central and Eastern Europe, Russia, CIS 
& Middle East permanent representative 
assisting clients (and their advisors) in their 
multi-jurisdictional structuring needs

o rangefield Group seems to 
be a one-stop shop. Can 
you explain what the com-

pany does and to whom it caters? 
Orangefield is a corporate ser-

vice provider offering solutions 
to funds, trusts, investment man-
agers, multinationals, retailers, 
corporate and private clients. Our 
main services are accounting, 
(fund) administration and man-
agement support, but we also 
provide related corporate ser-
vices like payroll and intellectual 
property protection to complete 
our full service offering. With 
offices located in 19 countries in 
North America, Caribbean, Latin 
America, Asia, Africa and Europe, 
we offer support in all major ju-

risdictions.
For simplification, we have 

three main service lines: Interna-
tional Expansion Services, cater-
ing to internationally expanding 
businesses; Fund Services, 
offering Fund admin and more 
to Fund managers, including 
depositary services (following 
the new AIFMD regulations); and 
Real Estate Services, a separate 
type of Fund support for real es-
tate investors. We have experts 
for every line, but all teams also 
work together across the service 
lines. The simplest explanation 
of what we do for our clients is 
that we take care of all the back 
office work, admin details and 
regulatory monitoring for them, 

 IntervIeW Mann VERgan

Interviews outsourcing corporate services on a global scale 25
With Mann Vergan, Regional director, Orangefield Group, London

What it’s like to run one of the world’s biggest companies in Mexico 40
With Fernando Gamboa, GC at Nestlé, Mexico

the keskin file
Location: Istanbul, turkey
Position: Heads baker & Mckenzie’s banking & 
Finance and capital Markets practice

What other trends or devel-
opments are visible on the 
horizon in the Turkish legal 
market?

Turkish capital markets 
have always been very frag-
ile. Even at its best, which 
was from 2005 to 2008, you 
could not expect to see more 
than four or five cross-border 
IPOs of Turkish issuers a year. 
Since the 2008 crisis, this 
number has dropped to one 
or two deals a year. So you are 
lucky enough if you close a 
cross-border IPO in any given 
year.

This year was not a good 
year in this respect. The TAI 
IPO was put on hold and there 
has been no development on 
the transactions that were 
supposed to be in the pipeline 
for 2014. The only deal on the 
market is the IPO of Avivasa, 
which is the life insurance and 
private pension joint venture 
of Aviva and Sabancı Holding. 
I am not sure if this deal will 
happen in 2014 or be pushed to 
the first quarter of 2015. There 
are a handful of deals that are 
expected to be in the pipeline 
for 2015, such as the SPO of 
Finansbank, but I do not see 
any reason to be optimistic 
about the next year’s look for 
the Turkish capital markets.

It has been said that the Ali-
baba IPO will be the biggest in 
history. What other projects do 
you envision from here?

For the Turkish cross-bor-
ders IPOs, I am expecting two 
major transactions in the 
next couple of years. The first 
one is the IPO of TAI, Turkish 
Aerospace Industries, which is 
currently on hold and the oth-
er is the IPO of Ziraat Bank, the 
largest Turkish bank. ■
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Turkish capital markets have always 
been very fragile. even at its best, 
which was from 2005 to 2008, you 
could not expect to see more than 
four or five cross-border ipos of 
Turkish issuers a year. 
MuhsIn keskIn
baker & Mckenzie’s banking & Finance and Capital 
Markets practice, Istanbul
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so they can concentrate on devel-
oping their activities without all 
these distractions and the delay 
they cause. 

You have an extremely varied 
background. Can you speak a 
little about your journey from 
private practice to a director at 
Orangefield Group?

After qualifying as an attorney 
in New York and Massachusetts, I 
moved to Europe where I worked 
primarily as a corporate lawyer 
for “onshore” law firms such as 
Clifford Chance and CMS Cam-
eron McKenna and “offshore” 
law firms such as Mourant and 
Harneys. This work experience 
gave me in depth knowledge of 
onshore/offshore structuring, 
which has allowed me to directly 
interact with clients and explain 
to them various options/solu-
tions for their transaction/needs. 
Although I always make sure 
everything runs smoothly from a 
transactional perspective I have 
a fantastic support team, which 
executes the work (when you’re 
a transactional lawyer it’s often 
the opposite). I truly enjoy being 
the main point of contact (i.e. the 
one that meets and interacts with 
clients) and spend less time in 
the office. 

The corporate landscape glob-
ally has changed considerably 
in the last 10 to 15 years. Has the 
face of your clients changed as 
well? If so, how? 

Over the years the bulk of my 
clients have been Western in-
vestments in CEE and Russia 
(and needless to say mostly Brit-
ish Isles/North American). This 

said, I’ve noticed over the years 
that there are a lot of CEE and 
Russian clients investing either 
in the CEE region or even in 
Western Europe. These days (hav-
ing been educated and/or trained 
in the UK, North America, Aus-
tralia) a lot of Central Europeans 
and Russians are becoming more 
sophisticated in their demands 
and expectations. Clients and 
professionals from Moscow, War-
saw, Prague etc. are close to being 
at par with their counterparts in 
New York and London in relation 
to professionalism and knowhow. 

 
What sets Orangefield Group 

apart from similar services? Why 
“outsource” corporate services? 

There are a lot of financial ser-
vice providers, but most of them 
are limited to either a specific 
geographical area or a specific 
type of service, or both. They can 
have locations worldwide but 
only provide accounting services, 
for instance. 

The significant downside of 
this, which Orangefield caught 
on to very quickly, is that inter-
nationally expanding companies 
and funds outsourcing to these 
providers need to find a different 
party for their activities in a new 
jurisdiction they are accessing, 
or they are constantly switching 
between the company that does 
their trade management and the 
company that does their main 
administration. It is time con-
suming to have all these different 
parties that you need to keep 
track of. What Orangefield offers 
is the whole package and only 
one person you need to call, who 
knows everything that’s going on 
and has short lines with all other 
worldwide offices. A huge advan-
tage, especially for small to mid-
size companies: you can move 

fast. If you want a new structure 
set up in China next week, we 
can make that happen.

Why outsourcing corporate 
services is a great move for many 
companies is, first of all, that 
it keeps you lean. Outsourcing 
prevents your company from 
growing heavy with services or 
divisions that might not fit with 
the company’s strategy two years 
later. Why you would outsource 
your corporate services specifi-
cally has a lot to do with knowl-
edge, know-how and network. 
When you move into a new ju-
risdiction, start a new service, or 
take any other step with a large 
aspect of unpredictability, you 
want to be as prepared as possi-
ble but remain flexible. Working 
with a partner like Orangefield 
with decades of experience, local 
expertise, and a worldwide net-
work allows exactly that, without 
you having to re-invent the wheel 
and lose momentum.

The professional makeup of 
Orangefield Group seems almost 
as diverse as the clientele. Ac-
countants, attorneys, PE profes-
sionals- What’s the draw? 

Needless to say a lot of the di-
rectors hail from either the Big 
Four (or six) or from international 
law firms. A big draw for people 
that join Orangefield is the entre-
preneurial attitude. Orangefield 
is big enough to offer complete 
solutions and serve international 
clients in all major jurisdictions 
but still is a mid-size company. 
This means that there is room 
to build and grow. One can truly 
make a difference in such an 
organization: people that are 
attracted to Orangefield are ambi-
tious and want the responsibility 
of making decisions and taking 
action on their own. ■

the vergan file
Location: London, uk
Position: regional Director of orangefield Group
Previous: Director of business Development, Harneys; Associate at CMS Cameron Mckenna, Mount 
ozannes

what orangefield offers is the whole 
package and only one person you 
need to call, who knows everything 
that’s going on and has short lines 
with all other worldwide offices.
MAnn verGAn
regional director at orangefield Group in London

l
et’s start with your career at Nestlé where 
you have been for more than 11 years. What 
are the major differences since you started, 
both for your position and the company in 

Mexico?
Although the company had a good local legal 

team when I started, its functionality was not the 
best. I tried to modify certain functions of every 
member and pushing them to take decisions and 
empowering them to act directly with the internal 
client, being cautious in having a very close com-
munication at least on a weekly basis in order to 
allow all members to know the main concerns and 
commercial needs of the company. From those 
dates, Legal Department is seen differently, not as 
a “needed step” but as a very important part of the 
process because the lawyers understand the “real 
needs” of her/his clients.

Currently all members of the legal department 
participate in the periodic internal business meet-
ings of her/his assigned clients in order to know 
with anticipation the needs of their projects, and 
also allows to have a closer relationship and to cre-
ate legal documents more rapidly with terms and 
conditions applicable to the real needs of the trans-
action, avoiding a wasting of time in the execution 
process.

Do General Counsel in Mexico and Latin America 
in general, particularly in large global companies, 
face challenges that are unique from other coun-
tries and, if so, can you please describe them?

Definitely each country in the world gives differ-
ent challenges to in house lawyers. For example, 
big companies have their own rules and policies 
that in general must be correctly fulfilled in the 
same manner as local legislation. The ability of the 
lawyer is to have the knowledge of said internal 
rules as well as local laws, in order to assure not 
only their fulfillment but in the correct manner. 
Even then there are cases when a company’s inter-
nal rule is in controversy with a local law, and given 
the case lawyer must advise and convince her/his 
stakeholders that local law shall apply.

Sometimes there are “local practices”, which in 
some countries are the “usual way to do business”, 
no matter those practices are against internal, local 
and international laws and a company must face 
that fact. In all cases a lawyer is obliged to strictly 
lead the company to the law’s fulfillment and to 
assure that nobody within the organization nor its 
contractors infringe the same. The lawyer needs 
the ability to convince every stakeholder that the 
fulfillment of laws represent the best guarantee of 
responsible conduct and a competitive advantage.

what it’s like to run 
one of the world’s 
biggest companies 
in mexico

Nestlé's  Fernando Gamboa talks about the challenges of his role in the 
Mexico market and what it takes to succeed.

IntervIeW FERnando gaMBoa

FernAnDo GAMBoA 
Gc at nestlé, Mexico
Fernando Gamboa is general counsel at Nestlé, the Swiss-base global 
food and beverage manufacturer, in Mexico where he has been with 
the company for more than 11 years. In that time he has modified and 
revamped the legal team.
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moves

YouView’s general counsel Tony 
Vitale has joined insurance com-
pany BGL Group, replacing David 
Downie as head of legal.

It is understood that BGL Group 
had been looking for a new head 
of legal for the past three months 
after Downie’s departure before 
appointing Vitale to the role. Vitale 
had been at YouView for two years 
(July 15, 2013), having previously 
worked at Virgin Media as assis-
tant general counsel for three years 
(February 7, 2013).

Downie left his post in June to be 
CEO of agricultural services com-
pany Agrii. He had been in his role 
as group director of legal services 
at BGL Group since early 2013.

Vitale will take responsibility for 
the overall direction, control and 
leadership of the company’s legal 
team. 

Although Vitale’s move to his 
new role was completed in Sep-
tember, at the time of writing his 
previous company YouView has yet 
to announce his replacement.

BGL, which owns comparet-

hemarket.
com, acquired volume 
personal injury firm Minster Law 
last year (May 31, 2013). The firm 
then launched in London with the 
insurance company’s backing, 

creating an office of 30 people 
with the intention of becoming a 
market leader in multi-track and 
catastrophic personal injury (No-
vember 28, 2013).

On the move Round-up of lateral moves and appointments

tony vitale joins insurance company BGl Group
youview’s general counsel replaces david downie as head of legal
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Have changes in government 
impacted Nestlé in any way?

Absolutely not. Nestlé pur-
sues the continuous dialogue 
amongst all industrial sectors in 
which is present and competent 
governmental authorities either 
in national and international 
scenarios only with the aim to 
promote the pertinent legisla-
tion, rules and/or agreements 
that protect consumer rights and 
to assure a healthy competitive 
environment. Therefore any 
changes by the government does 
not affect our activities.

Have any regulatory changes 
impacted the company or its 
products?

On Nov. 1, 2013 the Mexican 
Congress approved a tax law im-
posing an 8 percent tax on ener-
gy dense food with 275 calories 
or more per 100g, as well as a 
surcharge of 1 Mexican peso per 
liter of sweetened liquid bever-
ages increasing the cost of these 
foods. This food levy is aimed at 
reducing rising obesity rates and 
associated health effects along 
with funding programs to edu-
cate consumers.

We share the government’s 
and health authorities’ concerns 
about obesity and associated 
non-communicable diseases 
(NCDs). Both the public and pri-
vate sectors need to work togeth-
er to find the right solutions and 
the effectiveness of food taxes 
in addressing these concerns 
should be carefully examined.

We believe that the challenges 
of obesity, NCDs and the double 
burden of under and over nu-
trition are multi-factorial and a 
multi stakeholder approach is 
essential to address them.

In terms of compliance, is it 
wrapped under legal or a sepa-
rate division? If it is separate is 
there a reason and what is in-
volved in making that decision? 

Compliance it is wrapped 
under responsibility of legal 
department, however each func-
tion of the company is responsi-

ble for its own area and has the 
primary responsibility to ensure 
that its activities comply with 
applicable laws, regulations and 
company policies. For example, 
factories are responsible to fulfill 
rules on processing products; 
marketing is responsible for 
making sure it complies with 
rules on consumer communica-
tions, etc.

Is the organizational structure 
different from say, Europe or The 
States and what are the reasons?

Our structure is predominantly 
decentralized in terms of com-
pany organization and its oper-
ations and in each country has 
their own corporative structure.

Would you say your role 
in Mexico differs from what it 
might entail in The States or 
other Central and South Amer-
ican countries in terms of the 
day-to-day function of your posi-
tion? Which of the three regions 
mentioned above come closest to 
Mexico?

I think the role of General 
Counsel in each country has 
basically the same functions and 
activities. In general is respon-
sible to assist the different areas 
of the company in identifying 
and managing legal risks, under-
standing laws and regulations, 
interpreting provisions that 
impact their activities, devising 
compliant solutions, which are 
business-relevant, and defend-
ing the interests of the company.

In all cases the individual re-
sponsibility of lawyers before 
authorities is increasing, making 
necessary that every time they 
provide advice, it has been as-
sured that is totally compliant. 
In my opinion, Central and South 
America regions come closest 
to Mexico for the type of legis-
lation.

Do you have select law firms 
that you use or is that always 
evolving?

In our “changing world” the 
legislative and regulatory chal-
lenges are constantly increasing 
and evolving. A General Counsel 
must ensure that the “usual law 
firms” have the same constant 
evolvement and their vision is 
similar to the interests and pol-
icies of the company. Also there 
are always new players in the 
scenario that may not be ig-
nored, which means the liaison 
with law firms evolves continu-
ously.

What is the most important 
piece of advice you would give 
a law firm that is trying to pitch 
business?

To be sure that firm knows and 
understand the vision and busi-
ness of the company.

Do you expect any major 
changes in the next five years 
that could impact your position 
or global companies in Mexico?

Yes, constant changes in legis-
lation, competitors’ behavior and 
economic local and international 
environment will impact the 
General Counsel position and the 
way to manage her/his career. 
Each time the General Counsel 
has to be closer to her/his clients 
being part of the solution with 
innovative ideas, fast responses 
and keep working in a constant 
academic upgrade. Fierce and 
intelligent competitors are each 
time more common in our busi-
ness environment that shall 
make that lawyers change their 
mindset. ■

The lawyer needs the ability to 
convince every stakeholder that 
the fulfillment of laws represent 
the best guarantee of responsible 
conduct and a competitive 
advantage.
FernAnDo GAMBoA 
Gc at nestlé, Mexico

the Gamboa file
Location: Mexico
Position: General counsel at nestlé Mexico
Joined: 2003
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moves
Baker & mckenzie appoints 
anne-marie allgrove's as 
global leader of the Firm’s 
information technology & 
Communications practice 
& industry Group

Baker & McKenzie announced 
that Anne-Marie Allgrove, partner 
in the Firm’s Sydney office, has 
been appointed global leader of the 
firm’s Information Technology & 
Communications Practice & Indus-
try Group. The global group com-
prises nearly 600 lawyers across 
the firm’s 77 offices and assists 
providers and users of technology, 
including outsourcing companies, 
technology product and service 
providers, online publishing and 
digital media companies, telecom-
munications companies, financial 
institutions, pharmaceutical and 

medical devices companies, soft-
ware and hardware providers, re-
source companies and companies 
in a host of other sectors. 

Anne-Marie succeeds Harry 
Small from the Firm’s London office 
who held the position for six years. 
The announcement was made as 
part of the leadership changes at 
the Firm’s Annual Meeting, held 
this week in London. 

Baker & McKenzie’s global IT/C 
group is a leader in its field - ranked 
Band 1 by Chambers Global for 
data protection (2008–2014); for 
outsourcing (2008–2014), and for 
technology and communications 
(2008–2014). 

Among Anne-Marie’s many acco-
lades is “Leading Individual–TMT,” 
Asia Pacific Legal 500, 2012–2013 
and sole winner of the Interna-
tional Law Office Client Awards 

2011 for Information Technology in 
Australia. She is also chair of Baker 
& McKenzie’s Global Diversity and 
Flexibility Steering Group and is a 
member of the Australian offices’ 
management committee. 

Speaking about her new position, 
Anne-Marie said, “I am delighted 
to have this opportunity to lead 
this strong, innovative group at 
Baker & McKenzie and to assist our 
clients across the globe to achieve 
their business goals, protect their 
assets and to help them ensure 
compliance. The laws and regu-
lations governing companies in 
the ITC industry are complex and 
fast-changing. Laws such as data 
privacy increasingly affect a wide 
range of business activities, and 
addressing these in an integrated, 
global manner is essential in this 
dynamic, innnovative age.” ■
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big deals

White & Case handles major 
property portfolio deal in Central 
Europe

White & Case LLP advised industrial real estate 
company Prologis on the acquisition of an interna-
tional property portfolio. 

Prologis acquired three logistics parks located in 
the Czech Republic, Slovakia and Poland. The parks, 
encompassing 23 Class-A distribution centers totaling 
230,000 square meters of leasable space are located 
along key regional transport routes. 

“These strategically-located properties complement 
Prologis’ existing strong portfolio in the CEE region,” 
said Prague-based partner Petr Panek. “Our ability to 
bring together a strong team of lawyers from across 
the CEE region, who worked seamlessly across juris-
dictions, enabled us to contribute to the smooth exe-
cution of this transaction.”

The White & Case team was led by partners Petr 
Panek (Prague) and Marek Staron (Bratislava) and 
supported by local partner Maciej Zalewski (Warsaw), 
counsel Ladislav Chundela (Prague), tax consultant 
Tomáš Cibuľa (Bratislava) and associates Karel Petrže-
la, Jan Stejskal, Kamila Dankova, Marianna Galusova 
(all based in Prague) and Katarzyna Czwartosz, Kamila 
Przepieść and Anna Strużyńska (all based in Warsaw). 

Dentons dabbles in Islamic finance 
market for Japanese bank 

Dentons advised the Bank of Tokyo-Mitsubishi UFJ 
(Malaysia) on an Islamic commodity murabahah fa-
cility valued at $100 million to the Islamic Corporation 
for the Development of the Private Sector.

ICD is one of the most influential agencies in the Is-
lamic finance markets and the facility is the first ever 

financing by BTMU with a multilateral international 
financial entity.

Qasim Aslam, partner and the head of Islamic Fi-
nance, Middle East, said: “This marks another example 
of the significant efforts leading Japanese financial 
institutions are making to work together in making 
Islamic finance available across borders. We are very 
proud to have assisted BTMU on this landmark trans-
action.”

The Dentons team was led by partner Qasim Aslam 
and senior associate Tien Tai, who are both based in 
Dubai.

Dentons advised a special fund of an Asian inves-
tor issued by investment company KanAm on the 
acquisition of a real estate complex in Berlin-Mitte. 
The complex “Am Zirkus 1” includes a hotel as well as 
residential and commercial real estate. The acquisi-
tion comprises offices as well as the hotel with a total 
of 16,500 square meters, of which the hotel accounts 
for 11,400 square meters. Sellers are project developer 
and investor Peach Property Group AG as well as DIAG 
Deutsche Immobilien AG. The parties agreed to keep 
the purchase price confidential.

The 10-story complex was constructed from 2009 
to 2014 on a historical property. In the 19th century, 
Berlin’s first market hall was located at the site. Later 
it was the site of a circus and afterwards the old Fried-
richstadtpalast. 

The hotel complex sold in this transaction houses 
a hotel of Fattal-Group, which is operated under the 
Leonardo brand. The hotel opened in August. The 
office spaces of the complex are mainly rented to con-
sulting firm Roland Berger. Additionally, the complex 
designed by Eike Becker has a prominent neighbor, 
luxury residential project “Yoo Berlin,” and has been 
certified for its particular sustainability by DGNB — 
Deutsche Gesellschaft für nachhaltiges Bauen.

The Dentons team was led by Counsel Dr. Joachim 

Check in on GC Grapevine’s website for 
daily news updates and responsive design 
for tablet and smart phone.  
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Homeister who advised the buyer on all legal and 
tax-related questions regarding the transaction. This 
includes, in addition to the due diligence, also the con-
tract design as well as the certification of the transac-
tion. Dentons already has a longer relationship with 
this client. In July Dentons advised KanAm on the 
acquisition of an office building in Düsseldorf.

Hengeler Mueller advised LEG in a 
property portfolio transaction

A subsidiary of LEG Immobilien AG (“LEG”), acting 
as the buyer, and Deutsche Annington Immobilien SE 
(“Deutsche Annington”), acting as the seller signed 
an agreement for a portfolio transaction for around 
9,600 residential units and related employees in North 
Rhine-Westphalia by way of a share deal. The total 
transaction volume amounts to EUR 484 million. Fol-
lowing antitrust approval, the closing of the transac-
tion is expected by the end of October.

Simultaneously with the completion of the transac-
tion, LEG resolved to utilize some of its existing autho-
rized capital to increase the share capital. The capital 
increase generated net proceeds of EUR 205 million 
for LEG.

Hengeler Mueller advised LEG comprehensively on 
the portfolio acquisition and the capital increase.

The Hengeler Mueller team includes partners 
Thomas Müller (M&A/Real Estate), Alexander G. Rang 
(Capital Increase), Stefanie Beinert (Tax), Christian 
Hoefs (HR) (all Frankfurt) and Alf-Henrik Bischke 
(Antitrust, Düsseldorf) as well as associates Maximil-
ian Clostermeyer (M&A/Real Estate, Capital Increase), 
Christoph Trautrims (Capital Increase), Friederike 
Kirch-Heim (Tax), Anne Broll (HR) (all Frankfurt), Ye 
Huo and Marcel Nuys (both Antitrust, Düsseldorf).

Asters assists Eli Lilly in Ukraine
Asters provided legal advice to the global healthcare 

leader Eli Lilly and Company on Ukrainian merger 
control law issues, including obtaining merger and 
antitrust clearances from the Ukrainian competition 
authority for the approx. $5.4 billion acquisition of 
Novartis’ Animal Health business.

The transaction is aimed to strengthen and diversify 
Eli Lilly’s own animal health unit. Upon completion of 
the acquisition it will become the second-largest ani-
mal health company in terms of global revenue.

Bird & Bird works on major M&A 
transaction for U.K.’s Motivcom

Under the terms of an acquisition that is being 
structured as a court-sanctioned scheme of arrange-
ment, SMSUK will acquire the entire issued, and yet to 
be issued, share capital of Motivcom. Shareholders of 
Motivcom will receive 148 pence per ordinary share of 
0.5 pence each in the share capital of Motivcom, valu-
ing the company at approximately GBP 41 million. 

Motivcom is a UK-based company engaged in the 

development and administration of third-party moti-
vation and incentive programs; the provision of incen-
tive travel, live events and venue find and reservations 
facilities for conferences, meetings and accommoda-
tion in the United Kingdom and the provision of trade 
and consumer sales promotions, employee benefit 
products and communication programs.

SMSUK, a wholly owned subsidiary of Sodexo S.A. (a 
French food services and facilities management mul-
tinational corporation headquartered in Paris) designs, 
manages, and delivers on-site service and motivation 
solutions for customers in the United Kingdom.

Partner Simon Fielder, said, “we were thrilled to be 
asked to advise on this deal, following the work we did 
with Motivcom on their share buyback last year.

“Over the last year our team has seen a steady in-
crease in both public and private M&A work, IPOs and 
secondary issues,” he added.

Sue Hocken, finance director at Motivcom, said: “We 
chose to work with the team at Bird & Bird on this 
deal because of both our existing relationship and the 
team’s public company experience. We were very hap-
py with the advice and support we received.”

The Bird & Bird team was led by Simon Fielder with 
assistance from Marc Glucksman, Jo Bletcher, Mu-
muksha Singh and trainee Emma Vertigen.

Vinson & Elkins corporate team 
advises on dropdown transaction

Vinson & Elkins advised Energy Transfer Partners, 
L.P. (ETP) in its agreement with Susser Petroleum 
Partners LP (SUSP) for its first dropdown transaction. 
As part of the transaction, SUSP will acquire Mid-At-
lantic Convenience Stores, LLC from ETP for approxi-
mately $768 million.

The V&E corporate team was led by partner Matt 
Strock with assistance from Partner Price Manford 
and associates Tim Mayhle, John Bell and Brian Rus-
sell.

Drakopoulos advised AIM-
listed SPDI on a EUR 15 million 
acquisition of a logistics park

Drakopoulos advised AIM-listed SPDI on a EUR 15 
million acquisition of an income-producing logistics 
park in Greece and a EUR 6 million acquisition of an 
office building in Romania.

The logistics park — 17,756 leasable square meters, 
including warehouse space as well as an alternative 
energy production facility — is located in the West 
Attica Industrial Area, outside of Athens. It was ac-
quired from G.E. DIMITRIOU, a Greek company listed 
on the Athens Stock Exchange. The acquisition is 
SPDI’s first investment in Greece, in line with the 
company’s strategy to focus on the logistics sector and 
goal of becoming a leading regional property company 
in South Eastern Europe. It offers secure high-quality 
tenants and an income-producing photovoltaic park 

that adds to the net operating income. Advising on 
the deal that closed on August 7 were Senior Partner 
Panagiotis Drakopoulos and Senior Associate Georgia 
Konstantinidou.

In Romania SPDI acquired the EOS Business Park in 
Bucharest, a fully let income-producing office building 
that houses the Romanian headquarters of Danone, 
the French multinational food company. The EOS 
Business Park consists of 3,386 leasable square meters 
of office space, as well as 90 parking spaces. It is fully 
let to Danone Romania until 2026. The sellers in the 
deal that closed on August 28 were Tilpa Investments 
and Shortway RE BV. Partner Laurentiu Gorun, togeth-
er with Oana Stancu advised SPDI on the deal.

Norton Rose Fulbright in 
Johannesburg helped Granite 
Central Securities Depository (Pty) 
Ltd (Granite) with an application 
for a Central Securities Depository 
license

Norton Rose Fulbright in Johannesburg helped 
Granite Central Securities Depository (Pty) Ltd (Gran-
ite) with an application for a Central Securities Depos-
itory license (CSD License), in terms of section 27 of 
the Financial Markets Act, 2013 (FMA). A CSD provides 
an infrastructure for holding uncertificated securities, 
entries in respect of uncertificated securities, and a 
securities settlement system.

The FMA creates the opportunity and provides the 
framework for entities to apply for licenses as CSDs, 
clearing houses, exchanges and trade repositories un-
der the FMA. The CSD license application is only the 
second of its kind to be issued in South Africa.

The Norton Rose Fulbright team was led by Pierre 
Swart and Desiree Reddy.

“We are proud to have participated in such a re-
markable transaction. This has been an achievement 
for our capital markets and regulatory practice,” Swart 
said.

Norton Rose Fulbright advised on 
a joint venture between German 
and Chinese electronic companies

Norton Rose Fulbright advised German sensor pro-
duction and distribution with China’s Jiangsu Riying 
Electronics Co., Ltd. (R&Y). The international team 
handled both German and PRC matters in its forma-
tion of a 65 percent (paragon AG) — 35 percent (R&Y) 
joint venture. The purpose of the joint venture is the 
production and distribution of certain electronic and 
electro-mechanic devices for use in automobiles — es-
pecially air quality sensors and other systems to en-
hance in-car air quality — as well as instruments and 
their respective components in the PRC. The estab-
lishment of the joint venture is subject to customary 

regulatory approvals.
Listed on the regulated market (Prime Standard) of 

Deutsche Börse AG in Frankfurt, paragon develops, 
produces and sells advanced automotive electronics 
solutions. Paragon’s portfolio includes products in the 
business segments sensors, acoustics, cockpit, elec-
tro-mobility, and body kinematics. Paragon has sever-
al branches throughout Germany and subsidiaries in 
Austin, Texas and Shanghai.

R&Y is a well-known Chinese developer, manufac-
turer and distributor of electronic solutions for the 
automotive and motorcycle industry, including sen-
sors, automotive washer systems, electronic control 
systems, connectors, wiring harness systems and 
injection molded plastic parts.

Norton Rose Fulbright has recently advised on a 
number of German-Chinese transactions. The German 
offices advised, for example, Chinese solar module 
manufacturer Astronergy on the acquisition of the 
production site of Conergy SolarModule in Frankfurt/
Oder (Eastern Germany); German household applianc-
es distributor AWECO on the sale of its entire business 
operations to Chinese Zheijang Sanhua group; as well 
as German private equity fund Perusa on the sale of 
Buderus Feinguss to the Chinese precision casting 
group Impro Precision Industries.

The Norton Rose Fulbright team was led by Frank 
Regelin and assisted by Christoph Naumann (both 
Frankfurt) as well as Lynn Yang and associate Tony 
Zhong (both Shanghai), all corporate, M&A and secu-
rities.

Creating Europe’s largest public 
wagon company with help from 
Hengeler Mueller

VTG Aktiengesellschaft, one of the leading wagon 
hire and logistics companies in Europe, acquired the 
wagon hire company AAE, Ahaus Alstätter Eisenbahn 
Holding AG. This merger enables VTG to strengthen 
its position as the largest private wagon hire compa-
ny in Europe, with a fleet consisting of around 80,000 
wagons.

The acquisition is to be financed by way of VTG 
shares, a cash component and a subordinated vendor 
loan note with equity characteristics. The VTG shares 
shall be issued in the form of a capital increase in 
kind. Andreas Goer, the owner of AAE, subscribes for 
approximately 7.4 million new shares and thereby 
acquires approximately 26 percent of the increased 
share capital of VTG. The vendor loan note amounts to 
approximately EUR 230 million and the cash compo-
nent is EUR 15 million. On meeting certain conditions 
for adjustments, VTG will pay up to approximately 
EUR 3 million of additional compensation. VTG in-
tends to issue — in the context of the transaction — a 
hybrid bond in the amount of at least EUR 230 million.

AAE is based in Baar, Switzerland. In the group 
around 135 employees generated a turnover of more 
than EUR 200m in 2013 and an EBITDA of almost EUR 
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150 million. As of December 31, 2013, the net indebted-
ness of the enterprise was EUR 890 million. Subject to 
clearance by the competent antitrust authorities and 
by the lenders of AAE, the transaction is expected to 
be completed in the first half of 2015.

Hengeler Mueller is advising VTG on the transac-
tion in an integrated team together with the law firms 
Bär & Karrer (Switzerland), Glatzova (Slovakia), Alrud 
(Russia), Elvinger, Hoss & Prussen (Luxembourg). The 
Hengeler Mueller team was led by partner Daniela Fa-
voccia (Corporate/M&A) and includes partners Wolf-
gang Groß (Corporate/Equity Capital Markets), Joa-
chim Rosengarten (Corporate/M&A), Alexander Rang 
(Capital Markets), Johannes Tieves (Finance) and 
Thomas Kraft (Tax) as well as associates Thomas Lang 
(Corporate/M&A), Heiko Gotsche (Corporate/M&A), 
Christin Posdziech (Corporate/M&A), Maximilian Clos-
termeyer (Capital Markets), Steffen Hörner (Tax) and 
Daniela Böning (Finance) (all Frankfurt).

Egorov Puginsky Afanasiev & 
Partners prepares for Formula One 
championship

On October 10 Formula One Russian Grand Prix 
— the highest class of single-seat auto racing — will 
start at Sochi Autodrom. Egorov Puginsky Afanasiev 
& Partners has provided legal support on a number of 
issues related to the championship preparation.

In particular, Egorov Puginsky Afanasiev & Partners 

advises Formula One Management Ltd on trademark 
infringement, counterfeit, ambush marketing and 
other forms of intellectual property issues.

Akin Gump advises Western Gas 
Partners in Nuevo Midstream 
Acquisition

Akin Gump advised Western Gas Partners, LP in its 
planned $1.5 billion acquisition of Nuevo Midstream, 
LLC, a leading Delaware Basin gas gatherer and pro-
cessor.

Western Gas Partners is a master limited partner-
ship formed by Anadarko Petroleum Corporation to 
own, operate, acquire and develop midstream energy 
assets. With Midstream assets in the Rocky Moun-
tains, the Mid-Continent, north-central Pennsylvania 
and Texas, Western Gas Partners is engaged in the 
business of gathering, processing, compressing, treat-
ing and transporting natural gas, condensate, natural 
gas liquids and crude oil for Anadarko and other pro-
ducers and customers. Western Gas says it expects 
the deal to close before the end of the year, subject to 
regulatory approval and customary closing conditions. 
Oil and gas partner John Goodgame and counsel 
Andy Lehman were the lead lawyers from Akin Gump 
advising Western Gas. Additional support came from 
partners Thomas Weir (tax), Paul Hewitt (antitrust), 
David Quigley (environmental), Bob Lian (labor) and 
Rolf Zaiss (ERISA/executive compensation). ■ As a fi rm we are committed to developing and supporting a diverse workplace 

that is refl ective of the talents of society as a whole and that recognises high 
performers regardless of age, disability, gender, race/ethnicity, religion/belief, 
sexual identity and sexual orientation.

We are proud to support the European Women in Business Law Awards and 
gender equality in the legal sector. 

CMS Cameron McKenna is a member of CMS, an 
international full service law fi rm operating in 50 cities 
across 31 countries. 

Diversity and 
Inclusion at CMS

www.cms-cmck.com
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